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ASML

& ASML in 35 years
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Our story begins in the Philips lab in 1984

Humble beglnnlngs make for a strong can-do culture
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Started as a Just 31 ~ Ittooka
i Y joi decade of
: joint venture employees—
R perseverance

OARTOS 'As with a can-do
and ASMI attitude

to break into
the market
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Innovation and perseverance have brought us to here

Europe’s 2" —

biggest tech ' ~ Annual R&D

company by budget
market cap ‘ around 2B€
(100B€+)

All major
chipmakers
use ASML'’s
technology
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& It's hard to imagine a world without chips ASML
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Py ASML makes the machines for making those chips ASML

 Lithography is the critical tool
for producing chips

e 2018 sales: €10.9 billion

« Almost 25,000 employees
(FTE) worldwide, out of which
more than 9,500 in R&D
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H Total net sales € million by End-use ASML
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10,000 B
9,053 2,685
8.000 2679 Installed Base
o 6.795 ; Management
= 6,287
@T 6,000 . 2123 ] Logic
2 1.977
] Memory
4.000
2.000
0

2015 2016 2017 2018 2019 YTD

As of January 1, 2018, ASML has adopted the new Revenue Recognition Standard (ASC 606) and Lease Standard (ASC 842).
The comparative numbers 2015 - 2017 presented above have not been adjusted to reflect these changes in accounting policy.
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& ASML makes the machines for making those chips ASML
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! Key innovation: TWINSCAN ASML
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ASML
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! Sustainable relationship with suppliers ASML

S

Sustainable relationship with suppliers

Key to our success is our ability to build a world-class
supplier network that enables us to concentrate on our core
strengths and enables our suppliers to gain fair benefits from
working with us.

700

EMEA (excl. Netheriands)

1,500

Netherlands

North America ).

85% of our systems are procured
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& Our sourcing model is not the classic Kraljic matrix ASML

, Must-have Unique
BOMIBNBCKNN ¢ Strategice
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Differentiation to competition
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Py We have very close ties with our suppliers

From
shared responsibility
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As our customers have
a stake in ASML

ASML

To
full ownership

Chip gear maker ASML buys Cymer for $2.5
billion

[ Eindhovens Dagblad

ASML neemt Wijdeven Motion over
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! What drives value for our customers? ASML

—
——

MAKE |T
WORK

MAKE IT
WELL

TOMGAEKFI'EER Align customers, suppliers and peers

MAKE IT
WORTH IT

MAKE US
GROW

Develop our people and processes
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-’ ASML

" Information Security
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& Challenge in Information Security ASML

Medieval city with city wall
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Py Process Is captured in a single tool ASML

43% of data input Sourcing Lead completes Category Manager Standard reporting incl.
Is automated assessment reviews risks & plans red flags in place
."R'A ioroscape « CEV -!.)I'L
Sl et - : 1 RS & A
- e N e i A 3
* 1}1;'6' ; S5tSas ~_~' whos e e 0 ..'.l'. - (o) L Lol
’ % ) s e i Onrante! rwwgrres ety s ‘.--..-_‘--
Financial expert Ownership, Sourcing Lead drafts _SS&P staf_f ensure
ratings dependency plans with experts de_C|S|on making is in line
with agreed governance
Global risk indicators il e E] prpperty Finance
ownership s
. . . “;::—— T
Supplier profile scores Legal, compliance Legal : 1 -
Vendor master- and Recovery times CIP =
contract data
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Py Process is based on a preliminary governance model ASML

Process map with The main supplier Rules defined to escalate risks to
RACI has been drafted risk domains are in scope the appropriate management levels
* A process map with RACI has * 6 risk domains are assessed — » Arisk appetite dialogue sets the
been drafted and is embedded calamities, financial stability, threshold for scoping and risk
into the Procurement process ownership, IP ownership, level categorization
framework information security and - Mitigation plan approval levels
« Risk review meetings will be compliance based on risk level categorization
scheduled + Typical mitigative responses are - Red flag reports are available per

commercial interventions or risk domain
supplier development.
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Py Supplier Risk Management ASML

Capabllity
assessment ’g

Supplier

Inclusion criteria

audit 2} Supplier Risk Management

Identify suppliers in scope based on
supplier classification profile: Suonl ASML conducts « Inclusion of Suppliers is
upplier ! .
Ph 1
" Su;:pl!e{:lclassiﬁcation profile: ase comp]etes a su?)r;hael:-dgaasted r|Sk based
works with ASML {engneanrng) " . .
as::f::"g;‘{ o IS | on requirements « Questionnaire answered
determine and capability by supplier
P ol maturity assessment _ .
results « Outcome of questionnaire
validated and used for

further actions

Gap closure « Maturity of supplier
Increase maturity or remediate deficiencies determines how to

proceed
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Py Inclusion based on impact ASML

1 hg
ll.{ 2

(Engineering) Top Secrets

Network connected suppliers & high privileged

GDPR and cloud
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H Information security — What are we doing ASML
~ Inclusion based on risks

{ )

Network connected

\,
g

Cloud application

\
g

I\

Self-assessment
Improvement
Audit

A\

—)

Personal data High risk

\

I\

High privileged

Engineering top secrets

. 7

Medium risk category ‘
. ] : risk and effort
Low risk category Low risk ‘

I\

Actions in line with
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Py What is expected of suppliers? ASML

— Draft Information Security areas (based on 1SO27001:2013)
Information Security ) Network Security /
A3/ Management System (ISMS) = Information Transfer
Q‘@ Human Resources Security CE@ Network & Mobile Security
@ Access Control @ Development & Support
s Security

[
@@ Cryptographic Controls @ Supplier Information Security

: . Information Security Incident
&a Physical Security r@( Management
u : . o a Information Security /
o< Operations Security Business Continuity

@ Logging & Monitoring Gg} Compliance

@ Control of Software C@ Information Security Review
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H ISO 27001 combined with maturity Levels

A Stable and flexible. Organization is focused on continuous Improvement and
Optimizing is built to pivat and respond to opportunity and change. The organization’s
stability provides a platform for agility and innovation.

Quantitatively Measured and controlled. Crganization Is data-driven with quantitative
Mana ge d performance improvemeant objectivas that are predictable and align to
meet the needs of internal and external stakeholders.

" Proactive, rather than reactive. Organization-wide
Defined standards provide guidance across projects, programs
and portfolios,

Managed on the project level. Projects
Managed are planned, performed, measured,
and controlled.

A Unpredictable and reactive.
[nitial Werk gets completed but Is
often delayed and over budget.

oeeoe

ASML
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! Information Security survey

ASML
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Information Security Management System (ISMS)
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InfoSec questionnaire based on 1SO27001

ASML

Information Security
Survey

* Based on ISO 27001
» Suppliers included

 Cloud application for
survey management

« SharePoint solution for
monitoring outcomes &
progress on improvement
plans

Confidential



Py ISO 27001 Maturity (status 2017)

Flgure 23: Overall security maturity assessment

Overal sacurly matunity assegament
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ASML

CapGemini survey 2017

101 respondents
Overall average is 1,97
Level 2 can be expected

Level 3 might be within
reach for suppliers
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& Information Security Capability Framework ASML

Survey Outcome
« Balancing risk

ETS Improvement plan must management
Mibvoik connactod 3 be created and follow up Supplier Audit
planned e Survey outcome
* Information Security
: Exposure
GDPR _ L .
Cloud/Saas - : udit ctly nee * Combination determines
High privileged : follow up priority

» Suppliers with audit
reports mostly
GDPR/Cloud/IT
suppliers

Maturity : g
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H We continue to invest in our suppliers and people ASML

Public
= Slide 28

Our culture and business sector April, 2018

To contribute to this world of exponential improvement
In close relation with suppliers
Act now with the future in mind

Where supplier development is not just a buzz word — it is a necessity

Welcome to our world
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& ASML engineering intellectual property is critical ASML

Engineering Top Secrets

ot ; B ' and IP
= @ f’jé ”j — « Information exchange is
i = [ | E- ) needed

L

+  Work together with
supplier on new
technology

* New technology can be
patented but has to
follow IP process
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Py Security Architecture

1.End Pomnt / End User

3, WA netwark

4.Datacenter

Cloud
Apps

Security
Controls

End Point

LAN Network

WAN Neatwork

Datacenter

Servers

Applications

Data

Cloud Apps

SIEM

Cyber Defense
Operations
Sweurity Opurationn
Cnrter
Tai Wyl dvforven

Cyber Security Incident
Resporae Team
2rd Ve of dafovise

Munngar Cybwr Daferss
Oporaticns
V2 N ol sl

ASML

Security Architecture
+ Layers of defense

« Security controls for
each layer

e ASML IT Infrastructure is
network level connected
with suppliers

* High privileged suppliers
for outsourced activities
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